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1 WP Overview

1.1 Objectives

The GBharingOwork package aims at implementing a peer-to-peer (P2P) sharing system that
manages all metaddaa tranders between various Hifi Systems and Authoring Applications
Peer-to-peer describes a communication modd in which each party has the same capabilities
and either party can initiate a communication session. The SemanticHIFI P2P sharing system
provides fundiondities for indant messaging, and for sharing and searching user-generated
data within defined user groups Furthemore the shaing system provides means for
controlling the shared daa in such a way tha only user-created daa (such as mix files, play
lists or metadaa files describing musc tracks the user has produecd usng ethe the
Authoring Application or the Hifi System) can be shared. WP7 integrates peer-to-peer
fundionditiesinto theHifi system and the PC authoring application.

1.2 Partners’ roles

(1) Fraunhoter IDMT (WP leader): responsble for the development and integration suppott
of the P2P sharing system core libraries (induding appropriate mechanisms for managing
secure user groups and controlling daa to be shaed) and for providing required
client/server infrastructure

(2) Ircam SEL: responsble for the development of middleware components between the
shaing system core libraries and the local metadaa daabase on the Hifi System,
described bedow as Onetadata convasion librariesQ the shared metadata modd and the
related publication formats, as well as for the user testing and feedback.

(3) Native Indgruments: responsble for theintegration of sharing system core librariesinto the
Authoring Application

(4) Sony EuTec: responsble for the integration of the provided middleware components into
the Hifi system

1.3 Synthesis of main achievements

Shaed Metadaa Modd

Due to specific needs and requirements of the indugrial patners of the SemanticHIFI
conortium, a specific data modd has been developead for metadata to be shared. This daa
modd merges several existing modds from different initiatives, induding Dublin Core,
UPNP, DIDL LiteandID3.

Embedded Sharing Client

The shaing system core libraries can be accessed either viatheHifi System or the Authoring
Application. The Authoring Application utilizes a Java Applet in order to provide a graphical
user interface for the sharing system.
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The shaing system core libraries provide the fundiondities for shaing, searching,
messaging, and suppots management of different kindsof user groups Users can create and
join ther own groupsusng either an open membership policy (unprotected) or a closed
membership policy (password protected B the weak algorithm of the origind implementation
was replaced by a more secure one (SHA1)). Additiondly users can register and join to
centrally-managed secure user groups

In order to control data sharing, different mechanisms are provided: a W3C XML-signdure
based license mechanism, and a content filter mechanism. In order to link audio files to
related metadata, the shaing client suppots the Fraunhofer IDMT AudiolD system.
Thecore libraries can be accessed in a programming language agnodic way viathe integrated
socket interface.

Shaing Server
The GBharing ServerOconssts of several server components.

The Ghf-sharing-serverOpeer: acts as a bootstrapping rendezvouspeer in order to suppot the
discovery process of other dynamic rendezvouspeers. Rendezvous peers (RDV) are like any
other peers, but maintain a cache of so called advertisements (language-neutral metadaa
structures represented as XML doauments, used to describe and publish the existence of a
peer resource) and other peers quey them for that list. Additiondly this peer acts as relay
peer which sendsdynamic requests across different networks.

The User & Group Management web service: The management of centrally administered
secure user groupsis donevia the user group management web service. Only the sharing
server can create such secure groups Interndly this membership policy uses public key
cryptography mechanism to verify the authenticity of users. X.509 certificates used within the
system are issued by the User & Group Management web service.

SHF-IST-507913 page 4
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2 Sharing System Core Libraries and Infrastructure

Responsble partner: Fraunhoér IDMT

2.1 Functional description

Thefollowing figure shows how the sharing system components are connected to each other
and more generally how they are connected to the other components of the system:

Client System

1

Application P2P network

Socket
Interface

Server System \>

— .

Sharing Server

< S:

Sharing Client

Java Application Server

AudiolD Client

Java Runtime Environment AudiolD Server

AudiolD Extractor

Sharing metadata files (example: audio file related metadata file)

Purpose user wants to share an audio file related metadata file
Actors user
Assumption user has extracted the Audiol D fingerprint of the audio file
Input data o the metadatafile describing the audio file*
0 searchable metadatafor the metadatafile!
0 AudiolD fingerprint
QOutput data advertisement for the metadata file containing searchable metadata
Steps 0 user chooses searchable metadata

0 user chooses metadata file
0 user chooses fingerprint?

0 user chooses the group in which the advertisement should be published

Specific issues

! according to the CBhared Metadata Model Ospecification

2 the fingerprint is not used directly, instead a track unique id (tuid) is written to the
advertisement, the tuid is retrieved as response of a classification query to the AudiolD
server

SHF-1ST-507913
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Sharing data files (example: playlist)

Purpose user wants to share aplaylist
Actors user
Assumption -
Input data o theplaylistfile
0 the metadatafile describing the playlist!
0 searchable metadatafor the metadata file!
0 searchable metadata for the playlist®
Output data 0 advertisement for the metadata file containing searchable metadata
0 advertisement for the playlist
Steps user chooses searchabl e metadata for the playlist*

user chooses searchable metadata for the metadata filet
user chooses playlist

user chooses metadata file for the playlist

O O O O O

user chooses the group in which the advertisements should be published

Specific issues

! according to the CBhared M etadata Model Ospecification

Messaging

Purpose user wants to send a message to another user

Actors user a, user b

Assumption -

Input data 0 atext message

Output data -

Steps 0 user achooses user b as destination for his message

0 user asends message

Specific issues

SHF-1ST-507913
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Group creation (example: password protected group)

Purpose user wants to create a new password protected group
Actors user

Assumption -

Input data login and password, group hame

QOutput data advertisement for the group

Steps 0 user chooses login & password* and group name

Specific issues

! Every user who wants to join this group needs to know the login and password.

Join a secure group

Purpose user wants to join a secure group

Actors User

Assumption The user isregistered for the group he wants to join.
Input data -

Output data -

Steps 0 user chooses the group tojoin

0 depending on the response of the server, the user becomes a member of the group*

Specific issues

! The sharing server verifies the signed request (signed with the user@ private key) and
checks the database if the user is registered for the requested group.

Retrieving metadata from the p2p network

Purpose User wants to retrieve metadata from the p2p network for an audio file
Actors User
Assumption M etadata are available on the p2p network
Input data Audiofile
Output data Metadata (title, artist@ name, genre...)
Steps 0 userinsertsanew audio filein the HIFI system.
o theAudio fingerprint is extracted from the audio file
o0 aTrack Unique D is assigned to the audio file by the central 1D server, on the basis of
the audio fingerprint.
0 arequest islaunched on the p2p network for metadata
SHF-IST-507913 page 7
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Steps 0 userinsertsanew audio filein the HIFI system.
o theAudiofingerprint is extracted from the audio file

o0 aTrack UniquelD is assigned to the audio file by the central ID server, on the basis of
the audio finaerprint

2.2 Position over state-of-the-art

In order to meet the demandsof the project, WP7 built P2P shaing components on top of the
JXTA framework which are provided with some B to our knowedge - unique features like
certificate based secure user group management, the use of control mechanisms (licenses,
filtering), the ability of metadata sharing, and the use of semantic fingeprints for the search
of audio file related metadaa via a central matching.

The JXTA software architecture is divided into three layers: the core layer, the services layer
and the applications layer. All development activities in the context of the Semantic Hifi
project are placed in the services layer and the applications layer. The JXTA core libraries, as
provided by the JXTA project, remained unmodified.

JXTA Domain Components

Applications

Sharing Client/Server

Group Managernent
AudiolD Connector g Peer Management
™ ~

e E SharefUn-share Management

Content Filter AR \
¢ 2
Core -
- ; - - STl
% Weh Service Client T . . E Download Management
1 \ S s

- ’ | ~ ~
’ e ! » \ S~ ~
Socket Interface L —— N S~
. Configuration N
7 AN Search Management
’ ’ \\
N

/-

Sharing License Management al
g Messaging Management

Senvces

g Content Management Senvice

g SHF Content Advertisement - - - -

’ S~
L Content Manager
g SHF License Advertisement

g DatabhaseMemberShipService g SHAL-PasswordMembershipService

JXTA Core

Figure 1: Developed components within the JXTA architecture model
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Services Layer (Membership Service)

In JXTA, a Membership Service is used to apply for peer group membership, join a peer
group, and resign from a peer group. The membership service allows a peer to establish an
identity within a peer group. Once an identity has been established, a credential is available
which allows the peer to prove that it rightfully has that identity. Identities are used by
services to determine the capabilities which should be offered to peers.

The “JXTA Core” offers two membership services:

¥

“Null Membership Service”: provides a Membership Service implementation which is
intended to be used with peer groups which require no real authentication.

“Password Membership Service”: provides a Membership Service implementation
which is based on a password scheme similar to the unix' /etc/passwd  system. It is
intended mostly as an example of a simple Membership Service service and nof as a
practical secure Membership Service, since “the current algorithm has been breakable
since ancient times”.

In order to meet the demands of the Semantic Hifi project for secure group membership
services, the following new membership services were implemented:

¥

“SHA1 Password Membership Service”: provides a Membership Service
implementation which is based on a password scheme, using the secure algorithm
SHAT1 for storing passwords. Once a peer creates a new group, he has to choose a
login and password for this group. Only peers who know those credentials are allowed
to join the group.

“Database Member ship Service”: provides a Membership Service implementation
which is based on PKCS compliant digital certificates. This membership service
involves a dedicated web service for issuing certificates and user management,
developed also by Fraunhofer IDMT (see “User & Group Management Web Service”
for details). Since the “Database Membership Service” is designed to be centrally
managed, this type of group can be created only by a single instance - the Semantic
Hifi bootstrapping rendezvous peer (using the “admin gui application™).

SHF-IST-507913 page 9
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Weh Senvice Sharing Client User

1. create & advertize group "TEST"( ’l 1.1 discover"TETr"lb
|
|
|
|

|

2. offline authentication{)
‘ 2. registration request{signed login, group name)

3.1: check, if user is authenticated (step 21){

T 4: add "TEST" to list of registered groups()

TJ

[ 5: OK(

————

& join reguest for "TEST"(signed login, group name) |
.1: check signed login against stored user certificate()

1 7. OKQ P 7.1 join group "TEST)

]T_\

Figure 2: The DBMembershipService registration process

|
|
|
I
I
I
|
|
|
|
|
|
|
|
|
|
|
|
1
|
I
I
I
|

Service Layer (Content Management Service)

The Content Manager Service (CMS - provided by the JXTA Community) allows JXTA
applications to share and retrieve content within a peer group. Each item of shared content is
represented by unique content id and a content advertisement which provides meta-
information about the content, such as its name, length, mime type, and description. The CMS
also provides a protocol based on JXTA pipes for transferring content between peers. Each
shared content item has an associated content advertisement which provides meta-information
describing the content. Content advertisements are stored as XML documents. The standard
CMS implementation only supports content name, length, mime type, id, and description as
meta-information.

In order to meet the demand of the Semantic Hifi project for a generic way to support the
metadata model (provided by IRCAM-SEL) within the sharing system, the JXTA CMS has
been extended and modified. The resulting SHF CMS and SHF Content Advertisement
provide support for 21 generic meta-information fields (including a field for AudiolD
fingerprints/TUID). Moreover, a complete new advertisement, the SHF License
Advertisement has been introduced. This advertisement is part of the sharing license
mechanism and stores W3C XML-Signature compliant meta-information about the sharing
process (see Sharing License Management for details).

SHF-IST-507913 page 10
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Applications Layer (IPR components, Metadata Linking)

The following components are main units of the Fraunhofer IDMT sharing client/server
software developed for the Semantic Hifi project, adding functionality above state-of-the-art:

¥ Content Filter: is part of the IPR management system. This component verifies
whether a file to be shared is allowed for sharing. Within the context of the Semantic
Hifi project there are three valid types of files:
o metadata files (xml, containing properties like specified in the Semantic Hifi
metadata model: Since the sharing system is integrated into the Sony CSL
MCM (Multimedia Content Management) system, the metadata model tries to
be compliant to the MCM model as much as possible. The main entities of the
metadata model are classes (MCM item types) and properties (MCM fields).)
o play lists (xml, Native Instruments ”Traktor” compliant)
o mix-files (binary, Native Instruments “Traktor” compliant)
Depending on the type there are different tests which have to be passed successfully in
order to be recognized as valid file. For example the validity check of a mix-file
includes the following steps:
1. Parse and verify the binary part of the file (e.g. check if all fields are present
and correctly filled)
2. Validate the XML part of the file
3. Manipulation detection, e.g. check if the file contains audio data (An attacker
could try to store audio data within the mix-file in order to misuse the sharing
system for un-authorized purposes.)

¥ Sharing License Managament: is part of the IPR management system. The purposes

of the license component are to complement the JXTA secure group concept by
preventing “’leaking out” content to other groups than the specified ones (feature A)
and on the other hand to establish traceability of shared content by including the
digital signature of the peer who shared the content (feature B). In order to fulfil these
tasks, the following premises have to be met: only files with a valid license are
allowed to be shared and downloaded and every user is provided with a digital
certificate (PKCS#12). The W3C XML Signature standard is used for the generation
of licenses. Signed fields (signed with the private key of the user) are:

o user id (unique identifier for the user)

o group id (unique identifier for the P2P group, specifies in which group the file

is allowed to be shared)
o hash (SHA-1 hash value of the associated file)
o usage (public: available in the Base Group, restricted: restricted to user group
specified by group id, private: not shareable at all)

o date
In case of infringement, e.g. an attacker has managed to bypass the filter component
and has shared unauthorized files, the signature within the license can be used for
obtaining his identity. Based on this information the user could be banned from the
system. Licenses are shared within the "Base Group”, thus they are available for every
user of the Semantic Hifi system. Moreover, in order to improve the availability of
licenses, the system can be configured to provide all licenses also by the ”Sharing
Server”. With respect to the need of support for batch publishing of files, the time
consuming license mechanism is configurable. The basic level provides support for
feature (A) by uploading each license to the server. Because this level doesn’t involve

SHF-IST-507913 page 11
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publishing of licenses, the performance is around 5 times better compared to the
extended level. The basic level is the default level. In contrast the extended level
provides support for both features (A) and (B). However, in case of use of
cryptographic hashes instead of semantic fingerprint based links between files and
licenses, the effectiveness of feature (B) is low. The performance related to publishing
and downloading is significantly lower than for the basic level.

¥ AudiolD Connector: provides an API for requesting fingerprints and adding new
fingerprints to the AudiolD database. This component uses other components
developed in WP2 by Fraunhofer IDMT.

Other components are:
¥ Core: central component, which manages the interaction of all other components.
¥ Group Management: manages group creation, group joining, and group re-signing,

and group searching related processes.

Peer Management: manages peer searching processes.

Share/Un-share management: manages content sharing and un-sharing processes.

Search Management: manages contents searching related processes.

Download Management: manages download processes.

Messaging Management: manages instant messaging processes.

Socket Interface: provides a programming language agnostic way to connect the

sharing client to gui applications.

Web Service Client: provides the client functionality for the “User & Group

Management” Web Service

¥ Configuration: manages all JXTA and non-JXTA related configuration issues, e.g.
providing functionality for pre-configured clients.

K K K K K K

K

2.3 Benchmarks

The peformance of JXTA has been compared a numbe of times to various other P2P
systems. Mog published pgpers onthistopic have focused onthewiddy-used communication
layer of IXTA-J2SE: the pipe service. However, these studies are primarily based on JXTA
1.0 or even olde versons Newer versions starting with JXTA 2.0, have been claimed to
introdue significant design enhancements making these results obsolete. To our knowedge
only two pgpers have publshed results about JXTA 2.0.

Findly, oneparticular project worth noting with respect to JXTA peformance evauaion is
the JXTA Bench project (http://benchjxta.org/), whos god is to collect and report
information aboutthe different aspects of JXTA performance. The project site proposs aplan
for thebenchmarking of JXTA and the integration of tests into the project.

Relevant publicationsand resources:

[1] Performance Evaluation of JXTA Communication Layers, Gabriel Antoniu, Phil Hatcher,
Mathieu Jan and David A. Noblet, IRISA/INRIA, Campusde Beaulieu 35042Rennes Cedex,
France, University of New Hampshire Depatment of Computer Science Durham, New
Hampshire 038243591, U.SA, gforgeinriafr/doananiview.php/29/186200505-
09_GP2PC.pdf
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[2] E. Halepovic and R. Deters, The Cods of Using JXTA. The Third IEEE Internationd
Conference on Peer-to-Peer Computing, LinkSping, Sweden, 2003
http://bistrica.usask.ca/madmuc/Pubgemir88Qpdf

[3] http://bench.jxta.org/loadtest_results/stable/emir.html
[4] http://jdf jxta.org/juxtest/Overall/Fast-Ethernet/index.html

2.4 Implementation

The shaing system core libraries are implemented usng JAVA 5.0. Thesocket API whichis
usd to control the core libraries is programming languaye agnostic. During the project the
socket APl was adgpted to the needs of thedifferent partners.

First Version

Thesocket API of the prototype defines messages for providing thefollowing fundiondities:
Create anew peer group (onetypeis suppoted: certificate protected)

Join a specific peer group (providing the necessary credentials for authentication)

Resign from a specific peer group

Send text messages to specific peers

Sharefiles

K K K K K K

Un-Sharefiles

= SHF P2P System - hss =Dk ,.

| Groups & Messages | Search | Shared Files | Log

~Groups

[ Semantic Hifi P2P Network
¢ [ Base [ Status: joined / Protection type: database ]

% S;:_Semer ‘m Createa P eeriGroup

Group Name
Description
~Messages —————— | -

hss: Hi all ;-) Password

Repeat Password

Ok Cancel

Screenshot showing the demonstrator gui of the sharing client
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¥

K K K K

Search for files

Stop search

Search groupsby name
Search peers by name
Start download

Final Version

The socket APl of the find verson deines messages for providing the following
fundiondities:

¥

¥

K K K K K

w

K K K K K

Create a new peer group (three types are suppated: unpiotected, password protected,
certificate protected)

Join a specific peer group (providing the necessary credentials for authentication if
needed)

Resign from a specific peer group
Send text messages to specific peers
Send text messages to specific peer groups

Share files (up to 22 parameters can be used for the description of published files,
induding AudiolD track uniqueids)

Un-Sharefiles

Search for files (usng up to 22 parameters in paalel, induding AudiolD track unique
ids), multiple searchesin padlel posible

Stop specific searches, automatic search stop after time-out

Automatic peer group discovery (each time anew peer groupis discovered, a notification
is sent)

Automatic peer discovery (each time anew peer isdiscovered, anotification is sent)
Search groupsby name

Search peers by name

Start download (multiple downloadsin parallel possible)

Cancel a specific download process
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Client Side
Sharing Client
J¥ta Domain Components
T
7
- , .
g SHF Hifi Box E Demo Gui Authoring_Application
AN v g Applet Socket Interface
. A
N .
| v \ /T\
\ AN A
'. A kA Sharing Applet
\ N \
1 \\ \\ !
' . \ :

Vi =T '

- \ ’
k - N
AudiolD Extractor |~ . ' K
L
’

AudiolD f:opnecl‘or ‘

\

7

NI Wrapper ~_ . L)
| PR SVRY
AudiolD Client DLL/SO

Figure 3: Client side architecture (final version)

User & Group Management Web Service

The management of centrally administered secure user groupsis donevia the user group
management web service. Interndly the centrally managed (DatabaseM embershipServiceO
policy uses public key cryptography mechanism to verify the authenticity of users. X.509
certificates used within the system are issued (automatically) by the User & Group
Management web service during the registration process of a SHF user. This web service is
also responsible for uploading and storing sharing.

Bootstrapping Rendezvous Peer

The bootstrapping rendezvous peer supports the discovery process of other dynamic
rendezvous peers. Rendezvous peers (RDV) are like any other peers, but maintain a cache of
so called advertisements (language-neutral metadata structures represented as XML
documents, used to describe and publish the existence of a peer resource) and other peers
query them for that list. Additionally this peer acts as relay peer which sends dynamic
requests across different networks. This component uses the same classes as the sharing
client, with the exception of a specific “core” component and several configuration related
classes (see also figure 1).

SHF-IST-507913 page 15



SHF Public Report Version 1.0 WP 7

AudiolD Server

In order to link audio files to related metadata, the sharing client supports the AudiolD
system. These components are developed within WP2 (by Fraunhofer IDMT) and they are
described therefore within the appropriate section of this document.

Server Side

User & Group Management Web Service

g Trust Center
AR

g Membership Management <_% Database
—I - L
g License Storage

Bootstrapping Rendezvous Peer

E J¥ta Domain Components Admin Gui

AudiolD

E AudiolD Server 2 _g AudiolD Database

Figure 4: Server side architecture (final version)
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SocketCommunicationManager

+ SocketCommunicationManager{listener : CommunicationListener)
+ SocketCommunicationManager{listener : CommunicationListener, jdaPort : int, guiPort: int)
+ messageArrived{msg : String) : void
+ start() : void
+ stop) : void
+ sendPassword(pwd : String) : void
+ stopDownload(hash : String, peer : String, group : String) : void
+ publishPlaylist{playList : SharedPlayList, path : String, groupMName : String) : void
+ publishMixfile(mixFile : SharedMixFile, path : String, groupName : String) : void
+ publishMusicTrack{musicTrack : SharedMusicTrack, path : String, groupName : String) : void
+ browseAllGroups() : void
+ browseGroupMembers{groupMName : String) : void
+ searchPeer{peerName : String) : void
+ hrowseMemberFiles{searchld : int, peerName : String) : void
+ joinGroup(group : String, login : String, passwaord : String) : void
+ createGroup({groupName : String, description : String, login : String, password : String, type : String) : void
+ register{group : String) : void
+ resign{group : String) : void
+ searchContent{searchld : int, fields : AdvertisedFields) : void
+ searchContent{searchld : int, playList : SharedPlayList) : void
+ searchContent{searchld : int, mixFile : SharedMixFile) : void
+ searchContent{searchld : int, musicTrack : SharedMusicTrack) : void
+ gearchGroup{group : String) : void
+ stopSearchi{searchld : int) : void
+ sendTexMessageToPeer(peerName : String, message : String) : void
+ sendTexMessageToGroup{groupMName : String, message : String) : void
+ getContent{group : String, hash : String, peer : String) : void
+ unshareContent(hash : String, group : String) : void
Socketinterface

Application

+ sendMessage(message : String, port : inf) : void

- Manager : SocketCommunicationManager

N v
\ =<interface=»
N SocketListener

\ + messageArrived{message : String) : void

=<interface==
CommunicationListener

+ hotifyGroupFoundigroupName : String, groupType : String) : void

+ hotifyResignedFromGroupigroupName : Sting) . void

+ notifyGroupJoinedi(groupName : String) : void

+ notifyPeerRegistered(groupName : String) : void

+ hotifyPeerFoundipeerName : String, groupName : String) : void

+ hotifyMessageRecelved(peerName  String, message : String) : void

+ notifyDownloadStatusUpdate(hash : String, peetName : Stting, groupName : String, percent : inb)  void
+ notifyUploadStatusUpdateihash : String, peerName : String, groupName : String, percent : int) : void

+ notifySearchReswit{searchid : int, data : SharedData, groupName : String, peertName : String, fileName : String, hash : String) : void
+ hotifySearchStopped(searchid : inf) - void

+ hotifyContentShared(hash : String, groupName : String, fileName : String) : void

+ notifyContentUnsharedihash : String, groupName : String) . void

+ notifyinfoReceived(type : String, text : String) : void

+ notifySystemStartedifiogin : String) : void

+ hotifyPasswordResponse(valid | boolean) . void
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3 Shared Metadata Model
Responsble partner: IRCAM SH-

3.1 Metadata model

For the shared metadaa, modds of different initiatives were merged, paticularly:

¥ The Dublin Core
The Dublin Core metadata element set is a standard for cross-domain information resource
description. It has been developed by the Dublin Core Metadata Initiative, which is an
open forum engaged in the development of interoperable online metadata standards.

¥ UPnP
The UPnP Forum is an industry initiative designed to enable simple and robust
connectivity among stand-alone devices and PCs from many different vendors. UPnP is the
basis for most networked home equipment currently in the market and utilizing the
corresponding parameters will facilitate Home-AV interoperability.
UPnP defines a metadata element set, which also includes element from the Dublin Core
and DIDL Lite.

¥ DIDL Lite
DIDL (Digital Item Declaration Language) is a descriptive language based on part 2 of the
MPEG-21 standard; the Digital Item Declaration. DIDL Lite is itself based on a subset of
DIDL.

¥ ID3
Even if not supported by any standardization body nor any organization, ID3 can be
considered as a de facto standard for embedding information in MPEG audio format layer
I, IT or III (MP3).

The main entities of the meta-modd are classes and properties. The propeties can be text
propeaties or numerica (floa and int). This distinction might not be implemented in the
sharing library though. Propeties are defined as being optiond or mandaory.

3.2 Sharing on the p2p network

For each object, what can beshared are a metadaa file and an optiond daafile. The metadaa
file should contain as much information as possible, allowing knowledge exchange between
users. This doaument tries to collect a set of agreed propeties, but a metadaa file is not
limited to contain jug the propeties listed here. It can contain any propeaty (see Shaed
Metadaa Syntax).

When an object is shared on the p2p nework it has to be adwertised by a set of propeties.
These propeties will be available for searching by the user. Not all propeties are advertised,
since this would lead to a ussless network traffic and RDV peer charge For this reason
beneath each propety in the data modd you will find a column Adv. tha tells whether or not
the propeaty hasto be advertised.
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3.3 Namespaces

Classes and propeties are identified by URIs. Thefollowing namespaces are used:

http://purd.org/elements/1.1/
http://shf.ircam.fr/
urn:schemas-upnp-org:metadata-1-0/DIDL-Lite/

urn:schemas-upnp-org:metadaa-1-O/upnp/
http://www.w3.0rg/199902/22-rdf-syntax-ns#
http://www.id3.org/id3v2/

Thedaamodd defines thefollowing entities:
¥ MusgcTrack (shf:MuscTrack)

¥ Play list (shf:PlayList)

¥ MixFile (shf:MixFile)
¥

MuscClassification (shf :MusdcClassification)

3.4 Shared metadata syntax

The shared propeties of themusc track are encoded in asimple XML file compliant with the
RDF standad. This is an abgract format tha can be used to generate al'so metadata files for
other classes. In this way, the shared metadaa modd can be extendel to other objects or
propeties, and the objects or propeties can be exchangal or advertized by the mean of the
sharing system, provided they comply with the advertisement of core propaties described
bedow.

3.5 Advertisements

3.5.1 Core properties

Some propeaties are in common beween al (or amog all) classes. These propeties are
always advertised as thefirst and always in the same order.

Prop.name Description
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Prop.name Description

rdf:type The class the object is an instance of. Its value is the full
class URI of the object, for example for a music track it
will be Qhitp://shf.ircam.fr/MusgcTrackQ

shf:md5 Themd5 check sum of theadvertised (metadaa) file.
dctitle A labd tha can beshown to theuser.

didl:size Thesize of theadvertised (metadata) file.

shf:daaMd5 The md5 sum of the correspondng daa file or an empty

stringif thereisnodaafile.

3.5.2 Data files

When an object is advertised on the p2p network, a metadata file is aways generated and
advertised, as has been seen till now. But the data file has aso to be advertised in order to be
downloadable (if thisis alowed).

A daa file is aways advetised as beng of of class shf:DataFile (rdf:itype =
Onitp://shf.ircam.fr/DataFileQ.Datafiles are handled in thefollowing way:

¥ Anadvetisement isfoundthat tells something about an object theuser isinterested in
(amudc track with agiven title, aplay list containing agiven TUID and so on)..

¥ Theapplication can download thefull metadaafile of the object and do something
with it (for example store theinformation in the daabase).

The application can check if there is a daa file available and download it. To do this it will
check the shf:daaMd5 propeaty and, if not empty, search for an advertisement having rdf:type
= Ohttp://shi.ircam.fr/DataFileOand having the same value on the shf:dataM d5 propeaty. Once
this new advertisement has been got, the application can download the daafile.

4 Metadata Conversion Libraries
Responsble partner: IRCAM SH

4.1 Functional Description

IRCAM implemented two libraries, the shf-ircam-shaing library relying on Fraunhofer
sharing system core library and themcm-sharing-library ontop of the previousone

The oveall purpos of the first oneis to implement the sharing metadaa modd defined for
musgc track metadaa, playlist, musc classification and mixfiles. Thisimplies two features:

¥ The mapping of advertisable metadaa to the publication and retrieval process of the
core shaing library and a protocol specification on top of the P2P in order to match
these data.
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¥ Thefile implementation (writing-parsing) of the whole metadata modd for the file
types handled by the system.

The purmpos of the second oneis to map the sharing system to the database management
system, to furnish a simple access to the sharing system provided features and to implement a
daemon service tha will handle automeatically the P2P publishing.

Matching MCM idswith AUIDs, thelibrary allows the HiFi system to interopeaate with the
sharing system, publishing and retrieving metadaa from the network.

A simplified connection interface has been implemented that deals with network and group
management so tha implementation ontop of thislibrary is easy and fast.

An automatic auid retrieval field has been implemented so tha the database management
system can access this information accordingto MCM retrieval standad methods

A cugomizable publishing daemon was implemented so tha the HiFi system deals only with
two Boolean flags for each daabase item, oneflag for the daa refresh and oneflag for the
shareability of the data. The library will generate publisheable files according to daabase
metadata, and publish them according to sharing groupsspecificationsand dealing whenever
it® needed with fingeprint generation and auid retrieval.

4.2 Implementation

The Ircam Sharing System and MCM Sharing libraries were implemented using JAVA 5.0.
During the project NI combined with C++ codewas usd in order to implement fingeprint
generation on top of Fraunhoter fingeprint SDK.

This was later removed, in order to handle mp3files aswell as WAV files, so tha the system
retrieves thefingeprint generation output directly from aprocess call.

5 User testing

Respongble partner: Ircam SH-

A user@ experimentation phase has been settled up in orde to obtain an user@ feedback on
the Hifi system

One full week was dedicated to this HiFi System expeimentations from Tuesday 20" June
2006to Sunday 25" June 2006,in coopeation with the Carrefour NumZrique of the CitZ des
Sciences et de l@ndugrie in Paris, taking advantage of the nationd Musc feast. Monday 19"
June 2006 was dedicated to the settlement of our different devices (the CitZ is closed on
Mondays). More information on the organization of these experiments can be foundin the
SemanticHIFI internd ddiverables QUser Feedback Report (D9.2.3) & Specification Updae
(D1.2.49)Q

The main condusons of these experimentations are jus summarized bdow, according to
following suggestionsmade by users:

- Exchanges of enhanced song structures by the means of the sharing system, containing
qudification of segments (names of segments, like QRefrainQ O/ersesQ Main
ThemeQ). These qudificationsshould be made by qudified persons(authors
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themselves, or mudcologists...). Theimplementation of this feature is strongly related
to the availability of an authoring feature, letting the user able to qudify himself the
segments of tha structure. This

- Shaing of time-consuming descriptions This feature has been suggested by users in
order to cope with the problem of availability of songsduring the computation of
descriptions(like Query by Humming, song structure).

5.1 Features of interest to be developed

5.1.1 Sharing editorial metadata

It has been judged relevant to share tracks internd structure qudifying metadaa on the P2P.
Theimplementation of this feature needsthe addition of thefollowing el ementsin the system:

- Atool for authoring enhanced structures Bthis tool can be kept smplein afirst
implementation, and give the user the ability to give a name to each element of the
structure.

- A new item in the shared metadata mode (see bdow), (GBongSructureO

- A fundionfor searching qudified structures onthesharing system. Thistool can be
very simple and can beautomatically laundhed when an item isinserted in the system,
or betriggered by asimpd tiem in the User Interface.

The definition of the structure itself (as an XML file) should be enhanced in order to accept
qudifiers.

It shdl be noticed that this feature implies complex developments and thus is not to be
implemented in theremaining time of the project.

5.1.2 Sharing of time-consuming descriptors

In order to be able to exchangetime-conuming descriptors, it could be sufficient to add such
descriptors to the MuscTrack data modd. These descriptors could be exchanged in the same
way as smple descriptors (like key, bpmand so on). There is no need of additiond tool, the
actud system will automatically download these descriptors.

Implementation of that feature will remain extremely simple.

On the other hand, it should be noticed tha exchange of such materia via p2p mechanisms
can be subject to copyright restrictions like for the melody itself. Thius issue has to be
examined more in depth.
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5.2 SHF Shared metadata model update

In order to be able to exchange qudified musc structures, the following structure has to be
addeal to the metadata modd:

5.2.1 MusicStructure (shf:MusicStructure)

Prop. name type Description M/ O | Adv.
shf:tuid text [The track unique id. M Y
dc:title text The title of the structure. M Y
shf:dataMd5 text The md5 checksum of the M Y

structure file in hexadecimal
digits.
shf:dataSize int [The structure file size in bytes. |M Y
dc:date text The date the structure file was (0] Y
created.
dc:creator text The name of the creator O Y
xml:lang text The language of these metadata [O Y
or of the user that shared them.

5.2.2 MusicTrack (shf:MusicTrack)

In order to be able to exchangetime-consuming descriptors, like song structure automatically
extracted from the track and quey by humming descriptors, the following items are to be
added to the shf:MusgcTrack structure:

Prop. name type Description M/ O | Adv.
shf:gbhMelody text The melody of the track for Query|O N
By Humming
shf:automaticStructultext The structure as extracted from |[O N
re the song by automatic
computation
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